
Introducere în Threat Intelligence

Modul 1 - Introducere in Threat Intelligence
1.1 - Ce reprezinta Threat Intelligence
1.2 - Cum putem folosi Threat Intelligence
1.3 - Tipuri Comune de Amenintari Cibernetice
1.4 - Tipuri de Actori Malitiosi (Threat Actors)
1.5 - Profil Criminali Cibernetici
1.6 - Profil Script Kiddies
1.7 - Profil Hacktivisti
1.8 - Profil Advanced Persistent Threats
1.9 - Profil Amenintari din Interior (Insider Threats)

Modul 2 - Colectarea de Threat Intelligence
2.1 - AlienVault OTX
2.2 - AbuseCH
2.3 - Viriback Tracker
2.4 - Analizare si Colectare Threat Intelligence din Rapoarte Publice



https://cstce.ro

Modul 3 - Reputatia Indicatorilor de Compromis
3.1 - AbuseIPDB
3.2 - VirusTotal
3.3 - Talos Intelligence Center

Modul 4 - Brandjacking
4.1 - Ce este Brandjacking
4.2 - Identificare website-uri de Brandjacking

Modul 5 - MITRE ATT&CK Framework in Threat Intelligence
5.1 - Introducere in MITRE ATT&CK Framework
5.2 - Profil Actori Malitiosi prin MITRE ATT&CK Groups
5.3 - Scenariu: Mapare Matrice ATT&CK impotriva unui Actor Malitios

Modul 6 - Folosirea Indicatorilor de Compromis Utilizand Reguli
YARA
6.1 - Introducere YARA
6.2 - Sintaxa Reguli YARA
6.3 - Analiza Indicatori de Compromis & Dezvoltare Reguli YARA
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